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6¯=5?5DVA457V (Distributed 
Real-Time Systems 3 DRTS) 
�4GVCEV74V>, E5AV@4V?V> 6ÝA5 
�BD�4AOE F4?4CF4DOA 
F¯EVA4VDG
�97V;7V �4GVCF9D8V, L45GO? F¯D?9DVA :ÝA9 B?4D8O 5B?8OD@4G EFD4F97<O?4DOA F¯EVA8VDG.
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Real-time systems Distributed systems

Security Reliability

Fault tolerance Redundancy Cybersecurity

DoS attack Integrity

Confidentiality Availability
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®?5ABV@V?75= =4�BO C4�OB 6¯=5?5@V=5 >V@VA?5
®?9EFVDV?79A A4�FO G4�OF :¯=9?9DV 4 ÝDF¯D?V F¯=VA89D79 5í?VA79A, A4�FO G4�OF L9>F9G?9DVA E4�F4= BFODOC 4�C4D4F 
4?@4E4FOA :ÝA9 B�<�4?4D�4 L±�O? :4G4C 59D9FVA :¯=9?9D.

�B?44AO?G 4=@4�F4DO:

�6FBAB@4O >í?V>F5D °L�OLEO7 4CC4D4FF4D (UAV, drones)

ìA4VDVEFV> 54E�4DG (SCADA, IIoT) ÜE>5D8 6ÝA5 4684F8O?O� 6¯95?5D

�5AE4G?O� E4�F4G @BA8FBD8A7V ��O?4O �4?4 6ÝA5 >í?V> 8ADD4�±DO?O@O

�57V77V F4?4?: �4GV?AV74V>, >V4V@VA <8=8<874F8OAO 6Ý=5 ¯74V>AV74V>.
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CIA @>45?V:

&4?4? &¯EVAV>F5@5

Confidentiality �µC<O?O?O�

Integrity �9D9>F9D8V§ 5µD@4?4A54GO

Availability �B?:9FV@8V?V>

�>AO@L4 B4?4?B4@

$94?-F4=@ :4G4C G4�OFO

�GF9AF<H<>4F<O :ÝA9 46FBD<;4F<O

&D4EE<DB6>4 :ÝA9 @BA<FBD<A7

$<;<>4?O� �4GVCEV;8V> (CPS :¯=9?9DVA89)



%5AV@4V?V> 6ÝA5 Fault 
Tolerance

%5AV@4V?V> 
(Reliability)
�¯=9AV§ ¯;8V>EV; :ÝA9 �4F9cV; 
:µ@OE :4E4G �45V?9FV.

Fault tolerance
�4F9?9D79 �4D4@4EF4A :µ@OEFO 
:4?�4EFODG.

%FD4F57<O?4D:
$9C?<>4F<O

�BE4D?4A�4A D9;9D6 
(redundancy)

�GDA4? :¯D7V;G (logging)

Watchdog F4=@9D?9DV

Error detection & recovery



�57V77V �4GV?F5@ @5A L45GO? F¯@?5@V

,45GO? F¯DV �4�E4FO

DoS/DDoS �¯=9=V B>�B4BC, @9AC@AB4@8O 5>A4BC

Replay attacks �?8O§�O ?4>9BB9@8V �4=B4 :V59@C

Man-in-the-middle �4=?4=OABO µAB4? í;79@BC

Sensor spoofing �4?�4= A<7=4? 59@C (IoT/46B>)

Ransomware �¯=9=V 5?>>B4C

Time-sync attack '4�OBBO 5µ;C (RT :¯=9?9@89 íB9 �4CV?BV)



�4CV?AV74V> 4@E8B5>BC@4AO
�>D�4=OE �454FF4DO:

$878>4?O� �4GVCEV74V>

�GF5AF8D8>4F8O 6ÝA5 >D8CFB7D4D8O

�59A5 54�O?4G, IDS, firewall

%4FF4@4?O� �BD�4AOE (TLS, DTLS)

%8AEDBA44G �4GVCEV74V7V (NTP Secure)



Blockchain M?5@5AFF5DV 
(BCF<BA4?4O)
�4CV?AV74V> B5E=>?>78O?4@O:

TLS/DTLS, IPSec
,8HD?4G CDBFB>B?84DO

Secure MQTT, Zero Trust IoT
IoT �4GVCEV78V7V

PKI infrastructure
�LO� >V?F 8AHD4�µDO?O@O

TPM / HSM @>4G?L45DV
�CC4D4FFO� �4GVCEV78V>



%5AV@4V?V>FV �4@F4@4EO7 5FG Ý4VEF5DV

Ü4VE %<?4FF4<4EO

$5??<>4F<O �VDA5L5 >íLVD@5 µEF4C, 5VDV VEF5@5E5 5>VALVEV 6µ@OE VEF5=4V

�46>@<B4@?O >5?VAV@ Paxos / Raft CDBFB>B?44DO

Hot-standby $575D6FV> E5D65D 44=OA FµD44O

Fault detection Ping/watchdog, health-check

Load balancing �¯>F5@5AV 5í?G

Checkpointing �4?COA4 >5?G ¯LVA >¯=4V E4�F4G



�DBFB>B?44D @5A F5EAB?B7<O?4D

&9EAB?B7<O �B?84AG 4=@4�O

DDS (Data Distribution Service) �6<4F<O, @>5>B>B9E=<>4

OPC UA Secure ì=8V@VABV> :¯=9?9@

MQTT-SN, CoAP DTLS IoT �4CV?AV; :V59@C

IEEE 1588 PTP �Ý? C4�OB A<=E@>=84CO

Kafka Security, Kerberos �C@=4?/?>7 :Ý=9 :¯=9 54�O?4C



�>?44=O?G E4?4?4DO

ìA4VDVE
PLC, SCADA, Industry 4.0

�6FBAB@4O >í?V>
LIDAR, >4<5D4, ECU coordination

-A5D75F<>4
Smart Grid

�54<F<A4
�4F<5=F <>=<F>D<=7V

ÜE>5D<
UAV network, radar control
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®?9ABV@V?79A A4�BO C4�OB :¯=9?9@VA89 �4CV?AV;8V> ?9A A9AV@8V?V> 4 9§ @4§O;8O B4?4?B4@8O§ 5V@V.

�µ=44= 6¯=5?5D45:

'4�FO?O� (deadline)
�VA89BBV B¯@89 A4�B4?CO B<VA

�5D5>F5D FµF4EFO�O
�VA89BBV B¯@89 A4�B4?CO B<VA

®74V>EV7 6µ@OE
�VA89BBV B¯@89 A4�B4?CO B<VA

�BD�4AOE @5E4A87@V 3 >íC�454FFO, 444CF86FV 6ÝA5 fault-tolerant 5B?GO �465F.



�4�O?4G EµD4�F4DO
1 ®?5EFVDV?75A A4�FO G4�OF 6¯=5EVAV§ A57V77V 5D5>L5?V>F5DV �4A44=?

2 CIA @B45?V �4A44= >B@CBA5AFF5D45A FµD44O?

3 DoS 6ÝA5 replay L45GO?44DOAO§ 4=OD@4LO?O�O?

4 Fault tolerance 4575AV@V7 A5?

5 �4�FO G4�OFF4�O 6¯=5?5D4V§ �4GVCEV74V7V A575 >¯D45?V?



�4=44?4=O?�4= Ý455<5FF5D
Tanenbaum A.S., Steen M. Distributed Systems.1.

Kopetz H. Real-Time Systems Design Principles.2.

Leveson N. Safeware: System Safety and Computers.3.

NIST Cyber-Physical Systems Framework.4.

IEC 62443 Industrial Cybersecurity Standard.5.

MITRE ICS Security Guidelines.6.

IEEE 1588 Precision Time Protocol Standard.7.


